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1. QU'EST-CE QUE PFSENSE ?

pfSense est un systeme d'exploitation open source basé sur FreeBSD et spécialement congu pour étre
utilisé comme pare-feu, routeur et point d'accés VPN. Voici un apercu de ses principales caractéristiques
et fonctionnalités :

1.

Firewall avancé : pfSense offre une gamme compléte de fonctionnalités de pare-feu, y compris
la gestion des régles de filtrage, la détection d'intrusion, la prévention des intrusions (IDS/IPS),
la prévention des fuites DNS, etc.

Routing robuste : En tant que routeur, pfSense geére le routage entre réseaux, le NAT (Network
Address Translation), la liaison de plusieurs connexions Internet (load balancing), et le failover
pour assurer la redondance.

VPN : Il prend en charge différents types de VPN, notamment IPsec, OpenVPN, et L2TP,
permettant ainsi de créer des connexions sécurisées entre différents réseaux ou pour permettre
un acces distant sécurisé.

Proxy et filtrage web : pfSense peut étre configuré pour agir comme un proxy transparent ou
explicite avec des fonctionnalités de filtrage web pour contréler I'accés aux sites et aux contenus.
Serveur DHCP et DNS : Il fournit des services DHCP (Dynamic Host Configuration Protocol) pour
attribuer automatiquement des adresses IP aux appareils du réseau et peut servir de serveur
DNS pour résoudre les noms d'hotes.

Equilibrage de charge et haute disponibilité : pfSense prend en charge I'équilibrage de charge
sur plusieurs connexions Internet pour optimiser l'utilisation de la bande passante et garantir la
disponibilité du réseau.

Surveillance du trafic : Il offre des outils de surveillance du trafic en temps réel, y compris des
graphigues et des tableaux de bord détaillés sur l'utilisation de la bande passante et d'autres
statistiques réseau.

Interface utilisateur conviviale : pfSense dispose d'une interface web conviviale qui permet une
configuration facile a travers différents modules et options.

Extensions et plugins : Il est extensible grace a un large éventail de plugins et d'extensions qui
ajoutent des fonctionnalités supplémentaires telles que la prise en charge de services de filtrage
antivirus, de serveurs de messagerie, etc.

pfSense est largement utilisé dans les environnements professionnels et domestiques en raison de sa
fiabilité, de ses performances et de sa flexibilité. C'est une solution polyvalente pour sécuriser et gérer
les réseaux informatiques.

2. COMMENT INSTALLER PFSENSE

Voici les propriétés de la machine virtuelle que nous utilisons, il y aura deux VM une principale et une
secondaire :

= pfSense 2.7.2

= 1v CPU

=> 512 Mo de RAM.

= 32 Go de disque dur.
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=>» 3 cartes réseau, une pour le WAN avec une ip donner par le DHCP de la box, une pour le LAN qui
serra configurer en statique et une derniére pour la haute disponibilité.

2.1 Installation de pfsense

Maintenant que notre VM est configurée selon notre besoin, nous allons pouvoir la démarrer. La VM
va automatiquement démarrer sur le fichier d'installation ISO de pfSense.

L'installeur de pfSense va d'abord analyser la configuration matérielle de la VM et charger l'assistant
d'installation.

pcib28: <ACPI PCI-PCI bridge> at device 24.1 on pciB

: <ACPI PCI-PCI bridge> at device .2 on pciB

: <ACPI PCI-PCI bridge> device 24.3 on pciB

: <ACPI PCI-PCI bridge> at device .4 on pciB

2: <ACPI PCI-PCI bridge> at device .5 on pciB
: <ACP1 PCI-PCI bridge> device 24.6 on pciB
: <ACPI PCI-PCI bridge> at dewvice .7 on pciB
dB: <AC Adapter> on acpi@
cB: <Heyboard controller (i8842)> port @x608,8x64 irg 1 on acpi@

atkbd8: <AT Keyboard> irq 1 on atkbdcB
kbd# at atkbd8
atkbd8: [GIANT-LOCKED]
psmB: <P5/2 Mouse> irq 12 on atkbdcB
psMB: [GIANT-LOCRED]
WARNING: Device "psm" is Giant locked and may be deleted before FreeBSD 14.8.
psMB: model IntelliMouse, device ID 3
acpi_syscontainerB: {(System Container> on acpi@
orMB: <ISA Option ROMs> at iomem BxcBBBB-Bxc7if, BxcBBAB-BxcO9fff, BxcabBBB-Bxcaflff
,BxcbBBB-Bxchfff,BxccABB-Bxcefff,BxdcBAB-Bxdf f{f, AxeABBB-Bxe?fff pnpid ORMBABA o
n isa@
vgaB: <(Generic ISA UGA> at port Bx3cB-8x3df iomem BxaBBAB-Bxbffff pnpid PNPB9BB
on isa@
TiMecounter "TSC-low" frequency 18964480088 Hz quality 1888
Timecounters tick every 18.888 Msec

Une fois le chargement terminé, veuillez accepter le contrat d'utilisation de pfSense (Tapez sur Entrée).
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pfSense Installer

{Copyright and distribution noticej
Copyright and Trademark Notices.

Copyright(c) 28B4-2B16. Electric Sheep Fencing, LLC ("ESF™).
All Rights Reserwvwed.

Copyright(c) 2Z814-2823. Rubicon CommMunications, LLC d-b-sa Netgate
("Netgate™).
All Rights Reserwved.

All logos, text, and content of ESF and-or Hetgate, including underlying
HTML code, designs, and graphics used and/or depicted herein are
protected under United States and interwnational copyright and trademark
lawe and treaties, and may not be used or reproduced Wwithout the prior
express Written permission of ESF and-or Netgate.

"pfSense"” is a registered trademark of ESF, exclusively licensed to
Netgate, and may not be used without the prior express written

pervission of ESF andsor Metgate. All other trademarks shown herein are
26%—

[Accept]

Pour poursuive l'installation, sélectionnez "Install pfSense" et appuyez sur Entrée.

pfSense Installer

Welcome
Helcome to pfSenset?

Inztall Inztall pfSense
Rescue Shell Launch a shell for rescue operations
Recover config.=ml Recowver config.xml from a previous install

{Cancel>

A l'étape de partitionnement du disque, nous allons utiliser le mode "Auto (ZFS)" présélectionné et appuyer
sur Entrée.
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pfSense Installer

Partitioning
How Would you like to partition your disk?

Auto (UF5) Luided UF5s Disk setup
Manual Manual Disk Setup (experts)
Shell Open a shell and partition by hand

{Cancel>

To use ZF5 with less than 8GB RAM, see https:!--wiki.freebsd. org-ZF5TuningGuide

Au travers du systéme de fichier ZFS, pfSense peut-étre installé sur de multiples disques pour assurer
une disponibilité accrue du pare-feu.

Dans notre cas, nous allons faire une installation sans redondance (mode stripe). Appuyez sur Entrée.

pfienze Installer

ZF5 Configuration
Select Virtual Dewvice type:

Stripe — Ho Redundanc

Mirror Mirror - n-lay Mirroring

raidld  RAID 1+8 - n x 2-Hay Mirrors
raidzl RAID-Z1 - Single Redundant RAID
raidz? RAID-Z2 - Double Redundant RAID
raidz3 RAID-Z3 - Triple Redundant RAID

<Cancel>
[Press arrows, TAB or ENTERI]

[1+ Disks]l Striping provides MaxiMum storage but no redundancy

Pour sélectionner le disque dur virtuel, appuyez sur Espace puis sur Entrée et sélectionner "Yes" (fleche
gauche et Entrée).

ZFS Configuration ZFS Conflguration
ERENITTT Are you sure you want to
l Muare, UMaare Uirtual S the current contents of the following disks:
daB

WOEE < Bock >

< NES 3 < ND >

[Press arrows, TAB or ENTERI]
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L'installation est relativement rapide. Une fois achevé, validez le redémarrage de la VM.

Complete
Installation of pfSense complete?
Hould you like to reboot into the
installed systerm nowW?

[Reboot ] [“hell 1

2.2 Premier démarrage de pfSense

Au premier démarrage, pfSense détecte automatiquement les interfaces réseau. La plupart du temps,
vous verrez l'interface WAN rattachée a l'interface emO correspondant a la premiére interface ajoutée.
L'interface LAN quant a elle sera rattachée a l'interface em1, correspondant a la deuxieme interface
ajoutée a la VM.

FreeB5D-amd64 (pfSense._home.arpal (ttyvB)
UMware Virtual Machine - Netgate Dewvice ID: d4f7d4fa69d64852c1B8b
=#x llelcome to pfSensze 2.7.B-RELEASE (amdG4) on pfSenze ===

LAN (wan) -> emB -> vds0DHCP4: 192.168.8.193-24
LAN (lan) -> eml -> wv4: 192.168.1.1-24

Logout (535H only) 9) pfTop

Assign Interfaces 18) Filter Logs

Set interface(s) IP address 11) Restart webConfigurator
Reset webConfigurator password 12> PHP shell + pfSense tools
Reset to factory defaults 13) Update from console

Reboot =system 14) Enable Secure Shell (sshd)
Halt system 15) Restore recent configuration
Ping host 16) Restart PHP-FPM

Shell

Enter an option: []

Comme on peut le voir, la configuration IP de l'interface WAN a été attribuée par le serveur DHCP de
mon réseau. Nous allons configurer l'interface LAN avec sa configuration IP adéquate.

Pour modifier la configuration IP de notre interface LAN, nous allons procéder comme suit :

Choisissez I'option 2.

#xx Helcome to pfSense 2.7.B-RELEASE (amd64) on pfSense ===

HAN (uan) -> enB -» v4-DHCP4: 192.1638.8.193-24
LAN C(lan) -> eml -» wv4: 192.168.1.1-24

8) Logout (SSH only) 9) pfTop

1) Aszign Interfaces 18) Filter Logs
2) Set interfacels) IP address 11) Restart webConfigurator
Heset webLonfigurator password 12) PHP shell + pfSense tools

4) Reset to factory defaults 13) Update from console

5) Reboot system 14) Enable Secure Shell (sshd)
6) Halt system 15) Restore recent configuration
7) Ping host 16) Restart PHP-FPM

8) Shell

Enter an uptinn:
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Ensuite, nous allons sélectionner l'interface LAN en entrant |'option 2 et indiquer que nous n'allons pas
configurer l'interface via DHCP

Available interfaces:

? — LAN (eMl - static)

Enter the nudber of the interface you wish to c:unfigure:

Configure IPuv4 address LAM interface wvia DHCP? (p/n)E

Enfin, nous allons définir la configuration IP de notre interface manuellement :

Adresse IP de l'interface LAN : 192.168.10.254

Masque de sous-réseau (en notation CIDR) : 24 = 255.255.255.0

Pas de passerelle

Pas de configuration IPv6

Pas de serveur DHCP IPv4 - il pourra étre configuré par la suite depuis l'interface Web

Egte H IPv4 address. Press <{ENTER> for nomne:

>[192.168.168. 1

Subnet masks are entered as bit counts (as in CIDR notation) in pfSense.
e.g. 255.255.255.8 24

255.255.8.8 16

255.8.8.8 il

Entexr the new LAN IPv4 subnet bit count (1 to 32):
> 24

For a HAN, enter the new LAN IFvd upstread gateway address.

For a LAN, [press <ENTER> for none
>

Configure IPuvEG address LAN interface wia DHCPG? (y/n)[:]

Enter the new LAN IPv6 address. [Press <{ENTER> for nonej

>

Do you want to enable the DHCP server on LAN? (y/n)[:i]

Une fois terminé, I'URL pour accéder & l'interface Web d'administration de pfSense s'affiche et faire
"Entrée" pour terminer.
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2.3 Premiere connexion a l'interface d'administration de pfSense
2.3.1 Se connecter a l'interface web de PfSense

Depuis le poste client (c'est-a-dire depuis notre réseau LAN virtuel), nous allons nous connecter a
l'interface Web d'administration de pfSense a l'adresse IP "https://192.168.10.254/".

Au préalable, il est nécessaire de configurer l'interface réseau de la machine virtuelle cliente comme suit

Adresse IPv4 : 192.168.10.2

Masque : 255.255.255.0 ou /24

Passerelle : 192.168.100.1

Serveur DNS : 1.1.1.1 ou celui de votre choix

Le certificat de sécurité SSL utilisé pour la connexion HTTPS est auto-signé, il est donc normal d'avoir
un avertissement de sécurité. Il est possible, selon vos besoins de définir un certificat provenant d'une
autorité de certification d'entreprise ou publique.

Pour vous connecter a l'interface Web d'administration, il est nécessaire de saisir I'identifiant et le mot
de passe prédéfini a l'installation. Voici les identifiants par défaut :

Identifiant : admin

Mot de passe : pfsense (a modifier par la suite)

2.3.2 L'assistant de configuration Web

Une fois connecté, l'assistant de configuration Web s'ouvrira. Cliqguez sur "Next".

Flisense spen-

com

WARNING: The ‘admin’ account password is set to the default value. Change the password in the User Manage:
Wizard / pfSense Setup / (2]

Welcome to pfSense® software!
This wizard will provide guidance through the initial configuration of pfSense.
The wizard may be stopped at any time by clicking the logo image at the top of the screen.

piSense® software is developed and maintained by Netgate®

Cliquez a nouveau sur "Next" pour valider les modalités de support fourni par I'éditeur.
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Wizard / pfSense Setup / Netgate® Global Support is available 24/7 (2]

Step 1 of 9

Netgate® Global Support is available 24/7

Our 24/7 worldwide team of support engineers are the most qualified to diagnose your issue and resolve it quickly, from
branch office to enterprise — on premises to cloud

We offer several support subscription plans tailored to fit different environment sizes and requirements. Many companies
around the world choose Netgate support because

« Support is available 24 hours a day, seven days a week, including holidays

« Support engineers are located around the world, ensuring that no support call is missed

« Our support engineers hold many prestigious network engineer certificates and have years of hands-on experience
with networking

Ici, nous allons préciser les serveurs DNS de notre firewall pfSense, a savoir "1.1.1.1" et "8.8.8.8", et
cliguer sur "Next". Adaptez ces valeurs si vous le souhaitez.

Wizard / pfSense Setup / General Information (2]

General Information

On this screen the general pfSense parameters will be set.

Hostname pfSense
MName of the firewall host, without domain part
Examples: anse, firewall, edgefw

Domain home.arpa

Domain name for the firewall
Examples: home.arpa, example.com

The local TLD

orked de 5. These will not

widely used by mDNS

Do not end the domain name with “local' as the final op Level Domain, T

(eg Y
network correctly if the router uses 'local’ as its TLD. Alternatives such as 'home.arpa), local lan| or ‘mylocal” are safe

dows systes ne

i, Bonjour, Rendezvous, Airprint, Airplay) ar

The default behavior of the DNS Resolver will ignore manually configured DNS servers for client queries and query root DNS
servers directly. To use the manually configured DNS servers below for client queries, visit Services > DNS Resolver and
enable DNS Query Forwarding after completing the wizard.

Primary DNS Server 1111

Secondary DNS 8888
Server

Override DNS
Allow DNS servers to be overridden by DHCP/PPP on WAN

A cette étape, nous allons configurer le serveur de temps qui est important pour bénéficier de logs a
jour. Sélectionnez le fuseau horaire correspondant a votre emplacement puis cliqguez sur "Next".

Wizard / pfSense Setup/ Time Server Information (2]

L Stepdofo
Time Server Information

Please enter the time, date and time zone.

Timeserver | 2 pfgense pool.ntp.org
hostname ¢ er the hostname (FQDN) of the time server
|Timmm Europe/Paris d
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A l'étape 4, conservez les parametres prédéfinis par pfSense pour la configuration de l'interface WAN
en veillant a décocher les 2 options suivantes : "Block private networks form entering via WAN" et "Block
non-internet routed networks from entering via WAN". Ces deux paramétres, lorsque pfSense est installé

dans un réseau local existant (lab virtuel), permet de ne pas bloquer le trafic reposant sur des adresses
IP privée. Ici, entre notre box internet et pfSense.

RFC1918 Networks

Block RFC1918
Private Networks

for private networks as per RFC 19

should generally be left tured on, un

Block bogon networks

Block bogon | ) Black non-Internet routed networks from entering via WANl
networks

When set, this option blocks traffic from IP addresses that are reserved (but not RFC 1918) or

not yet assigned by IANA

should never appear in the Internet routing table, and obviously should not appear as the source

A l'étape 5 de l'assistant, conservez la configuration de l'interface LAN que nous avons fait en amont.

Wizard / pfSense Setup / Configure LAN Interface (7]
Step 50of 9

Configure LAN Interface

On this screen the Local Area Network information will be configured

LAN IP Address 192.168.100.1
Type dhep if this interface uses DHCP to obtain its IP address.

Subnet Mask 24

A I'étape 6 de l'assistant, définissez un nouveau mot de passe et cliquer sur "Next".

-

Wizard / pfSense Setup / Set Admin WebGUI Password (2]

Step 6 of 9

Set Admin WebGUI Password

On thig screen the admin password will be set, which is used to access the WebGUI and also SSH services if enabled
Admin Password ...

Admin Password .o
AGAIN

A l'étape 7, cliquez sur "Reload" afin de recharger la configuration de pfSense avec les informations que
nous venons de définir.

Wizard / pfSense Setup/ Reload configuration (7]

Step 7 of 9

Reload configuration

Click ‘Reload to reload pfSense with new changes.
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Aprés quelques secondes, nous arrivons a la fin de I'assistant de configuration. Nous pouvons cliquer
sur "Finish" pour accéder au tableau de bord.

Wizard / pfSense Setup / Wizard completed. (2]

Wizard completed.

Congratulations! pfSense is now configured.

We recommend that you check to see if there are any software updates available. Keeping your software up to date is
one of the most important things you can do to maintain the security of your network

[ Check for updates

Remember, we're here to help.

Click here to learn about Netgate 24/7/365 support services.

User survey

Please help all the people involved in improving and expanding pfSense software by taking a moment to answer this
short survey (all answers are anonymous)
Anonymous User Survey

Useful resources.

+ Learn more about Netgate's product line, services, and pfSense software from our website

+ To learn about Netgate appliances and other offers, visit our store

+ Become part of the pfSense community. Visit our forum

« Subseribe to our newsletter for ongoing product inf , software and special offers.

3. MISE EN PLACE DE LA REDONDANCE

La mise en place d’une redondance nous permettra en cas de crache d’un des routeurs de toujours
avoir acces aux réseaux et au différents services. Des adresses ip virtuel seront utiliser.

Nous allons connecter les routeurs entre eux grace a une troisiéme interface réseaux.
Le serveur principale aurra l'ip 172.16.0.1/30 et le secondaire 172.16.0.2/30.

On commence par créer I'adreese virtuel 192.168.10.1/24 sur le serveur principal, cette adresse serra
la Gateway de notre réseau.

Se rendre dans Firewall>Virtual IPs créer une adresse.

Type : CARP

Interface : LAN

Addresse : 192.168.10.1 124
Virtual IP Password : Azerty68
VHID Group : 1

O O O O O
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Firewall / Virtual IPs / Edit Q

Edit Virtual IP

Type ® CARP O Other
Interface LAN v
Address type Single address ~
Address(es) 192.168.10.1 1|24 v
The mask must be the network's subnet mask. It does not specify a CIDR range
Virtual IP Password
Enter the VHID group password Confirm
VHID Group 1 v
Enter the VHID group that the machines will share
1 v 0 v

Advertising frequency
Base Skew

The frequency that this machine will advertise. 0 means usually master. Otherwise the lowest combination of both values in the cluster determines the

master.

Description | CARP LAN

A description may be entered here for administrative reference (not parsed)

Sur le serveur principal se rendre dans System>High Availability

System/ High Avallability |5 ?

State Synchronization Settings (pfsync)

Synchronize states pfsync transfers state insertion, update, and deletion messages between firewalls
Each firewall sends these messages out via multicast on a specified interface, using the PFSYNC protocol (IP Protocol 240). It also listens on that
interface for similar messages from other firewalls, and imports them into the local state table.
This setting should be enabled on all members of a failover group
Clicking "Save” will force a configuration sync if it is enabled! (see Configuration Synchronization Settings below)

Synchronize Interface PFSYNC h

If Synchronize States is enabled this interface will be used for communication.

Itis recommended to set this to an interface other than LAN! A dedicated interface works the best.
An IP must be defined on each machine participating in this failover group

An IP must be assigned to the interface on any participating sync nodes.

Filter Host ID e7e85589

customn pf host identifier carried in state data to uniquely identify which host created a firewall state.
Must be a non-zero hexadecimal string 8 characters or less (e.g. 1, 2, ff01, abcdefo1)
Each node participating in state synchronization must have a different ID.

pfsyne Synchronize Peer 172.16.02

Setting this option will force pfsync to synchronize its state table to this IP address. The default is directed multicast

ation Settings (XMLRPC Sync)

Synchronize Config to IP 172.16.02

Enter the IP address of the firewall to which the selected configuration sections should be synchronized

¥MLRPC sync is currently only supported over connections using the same protocol and port as this system - make sure the remote system’s port and
protocol are set accordingly!
Do not use the Synchronize Config to IP and password option on backup cluster members!

Remote System admin

Username )
Enter the webConfigurator username of the system entered above for synchronizing the cenfiguration

Do not use the Synchronize Config to IP and username option on backup cluster members!

Remote System

DOCUMENTATION — GLPI Page : 13 sur 25



UIMM 7
A CCi

D CQMpus

ALSACE

Remote System
Password Enter the webConfigurator password of the system entered above for Confirm
synchronizing the configuration.
Do not use the Synchronize Config to IP and password option on backup
cluster members!

Synchronize admin (0 synchronize admin accounts and autoupdate sync password

By default, the admin account does not synchronize, and each node may have a different admin passwoerd
This option automatically updates XMLRPC Remote System Password when the password is changed on the Remote System Usemame account.

Select options to sync User manager users and groups

Authentication servers {e.g. LDAP, RADIUS)

Certificate Authorities, Certificates, and Certificate Revocation Lists
Firewall rules
Firewall schedules

[ <]

Firewall aliases

NAT configuration

IPsec configuration

OpenVPN configuration (Implies CA/Cert/CRL Sync)
DHCF Server setiings

DHCP Relay settings

DHCPv6 Relay settings

Wol Server settings

Static Route configuration

Virtual IPs

Traffic Shaper configuration

Traffic Shaper Limiters configuration

<N

oo

<N N

DNS Forwarder and DNS Resolver configurations
Captive Portal

—a

4. ACTIVATION DU SERVEUR DHCP

Nous allons utiliser le serveur DHCP de pfSense pour donner automatiguement une ip a machine dans
le réseau LAN.

Se rendre dans Service>DHCP Server et sélectionner 'interface LAN.

Configurer le pool d’adresses, la gateway et le(s) serveur(s) DNS.

Services / DHCP Server/ LAN CowEe
WAN LAN CARP

General DHCP Options

DHCP Backend Kea DHCP
Enable Enable DHCP server on LAN interface

Deny Unknown Clients Allow all clients h

When set to Allow all clients, any DHCP client will get an IP address within this scope/range on this interface. If set to Allow known clients from any
interface, any DHCP client with a MAC address listed in a static mapping on any scope(s)/interface(s) will get an IP address. If set to Allow known
clients from only this interface, only MAC addresses listed in static mappings on this interface will get an IP address within this scope/range.

Ignore Client Identifiers (] Do not record a unique identifier (UID) in client lease data if present in the client DHCP request

This option may be useful when a client can dual boot using different client identifiers but the same hardware (MAC) address. Note that the resulting
server behavior violates the official DHCP specification

Primary Address Pool

Subnet 192.168.10.0/24

Subnet Range 102.168.10.1-192.168.10.254

Address Pool Range 192.168.10.10 192.168.10.254

From To

The specified range for this pool must not be within the range configured on any other address pool for this interface

DOCUMENTATION — GLPI Page : 14 sur 25



UIMM q
A CCi

Moy CoMmpus

ALSACE

Server Options

WINS Servers

DNS Servers 192.168.10.3

192.168.10.4

8888

1111

Other DHCP_QOptign

Gateway 192.168.10.1

The default is to use the IP address of this firewall interface as the gatewz . Specify an alternate gateway here if this is not the correct gateway for the
NETWOrK. ENter none 10r No gateway assignment.

5. LIAISON DE L’ACTIVE DIRECTORY

Nous allons connecter notre serveur LDAP Active directory Windows pour pouvoir s’identifier plus tard
au VPN.

: Utilisateurs et erdinateurs Active Directory | B Utilissteurs et ordinateurs Active Directon
o . N
Fichier Action Affichage 7 Fichier Action Affichage 7
= E = — R % = 5% (e m@ o0/ XD BRI eETES
L A (NNERIENE 7 Rod k% N h SR Y | P—— x =
O Utilisg TR
] Utilisateurs et ordinateurs Active ipti .
= ; o Nom Type Description | > (1 Rt e Gerepar Obiet  Sécurte COM  Edleurdatibuts
_| Requétes enregistrées 551 compte ad Unité d organi v i sq
~v F3 securite-civilelocal 2, User Utilisateur o Atributs -
| Builtin S| Atrbut Valeur ~
= il
| Computers 4 desktopProfile <non défini>
27 Domain Controllers . destinationindicator ~ <non défini>
- . o dis
- ForeignSecurityPrincipal | 1| 44 Editeur dattributs de type Chaine g
7 Keys | 1| dg
| LostAndFound | 4 Adtrbut digtinguishedMame
~| Managed Service Accour VoA dS Valeur:
| Program Data & O U=User OLI=SECURITECIVILE, DC=securite-civile, DC<locall
- fa
w (3] SECURITE-CIVILE
- | fla Effacer Annuler
2| Computers fg
2] Group | gPLink <non défini>
w 4| User 7 | gPOptions <non défii>
g | —(\ ~
31 compte admin J. I\slanceTvDe Oxd = (WRITE) 5
| System ol
| Users Afficher Fitrer
| NTDS Quotas < |
tt | TPM Devices 0K Annuler Appliquer Bide

Nous aurrons besoin de la « BASE DN » et « Authentication containers » pour connecter le serveur.

Se rendre dans System>User Manager>Authentication Servers. On ajoute un nouveau serveur.

Nous aurons besoin de configurer ses valeurs :

Descriptive name : SECURITE-CIVILE
Hostname or IP address : 192.168.10.3
Search scope : entire level
Base DN : DC=securite-civile,DC=local
Authentication containers : OU=User,OU=SECURITE-CIVILE,DC=securite-civile,DC=local
Bind anonymous : Décochez
Bind credentials
o User : Authentication containers
o Password : Azerty68
User naming attribute : samAccountName
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¢ Allow unauthenticated bind : Décochez

Note : On peut utiliser le bouton « Select a container » pour sélectionner le bon, il faut quand méme
mettre une valeur pour pouvoir utiliser cette fonction.

On peut vérifier le bon fonctionnement dans Diagnostics>Authentication

6. VPN CLIENT TO SITE

Nous allons créer un VPN client to site qui a pour but de connecter les clients au réseau 10.0.8.0/24 et
avoir acces au réseau 192.168.10.0/24. Nous utiliserons le port 443 pour que le VPN soit RoadWarrior
et donc non bloquer par les pares-feux. Les clients se connecterons avec leurs identifiants Windows
Active Directory.

6.1 Creation des certificats

6.1.1 Certificat authorities
Aller dans System>Certificates>Authorities
Ajouter un nouveau certificat.
Entrer les parametres suivants :

Descriptive Name

S2SCA
Method
Create an internal Certificate Authority

Randomize Serial

Checked

Key Type
RSA, 2048 (or higher)

Digest Algorithm

sha256 (or higher)

Lifetime (days)

3650
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Common Name

S2SCA

6.1.2 Certificat de serveur
Aller dans System>Certificates>Certificates
Ajouter un nouveau certificat.
Entrer les parameétres suivants :
Method
Create an internal Certificate

Descriptive Name

serverA

Certificate Authority

S2SCA

Key Type
RSA, 2048 (or higher)

Digest Algorithm

sha256 (or higher)

Lifetime (days)

398

Common Name

serverA

Subject Component Fields

Les champs contiennent des données copiées de l'autorité de certification et sont facultatifs, mais
ils peuvent étre définis pour refléter 'emplacement du serveur.

Certificate Type

Server Certificate
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6.2 Paramétrer le serveur VPN
Se rendre dans VPN>OpenVPN et cliquez sur Wizard pour créer le vpn avec I'assistant.
Type de serveur : pour notre utilisation nous utiliserons LDAP.

Wizard / OpenVPN Remote Access Server Setup / (2]

OpenVPN Remote Access Server Setup

This wizard will provide guidance threugh an OpenVPN Remote Access Server Setup

The wizard may be stopped at any time by clicking the logo image at the top of the screen.

Select an Authentication Backend Type

Type of Server LDAP v

NOTE: If unsure, leave this set to "Local User Access

On sélectionne ou ajoute notre serveur LDAP.

Wizard / OpenVPN Remote Access Server Setup / LDAP Server Selection (7]

Step 10f 11

LDAP Server Selection

OpenVPN Remote Access Server Setup Wizard

LDAP Authentication Server List

LDAP servers | SECURITE-CIVILE v

3> Add new LDAP server

On sélectionne les certificats créer précédemment ou on en créer des nouveaux.

Wizard / OpenVPN Remote Access Server Setup / Certificate Authority Selection (2]

Step 5of 11

Certificate Authority Selection

OpenVPN Remote Access Server Setup Wizard

Choose a Certificate Authority (CA)

Certificate Authority | s2sca v/

3> Add new CA
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On peut modifier le nom, l'interface, le port dans notre cas on va utiliser le 443 pour le RoadWatrrior.

Server Setup

OpenVPN Remote Access Server Setup Wizard

General OpenVPN Server Information

Description | DPENVPN RoadWarrior |

A name for this OpenVPN instance, for administrative reference. It can be set however desired, but is often used to distinguish the purpose of the
service (e.g. "Remote Technical Staff"). It is also used by OpenVPN Client Export to identify this VPN on clients

Endpoint Configuration

Protocol UDP on IPv4 only hd

Protocol to use for OpenVPN connections. If unsure, leave this set to UDP.

Interface WAN v

The interface where OpenVPN will listen for incoming connections (typically WAN.)

Local Port 1194

Local port upon which OpenVPN will listen for connections. The default port is 1194. This can be left at its default unless a different port needs to be
used.

IPv4 Tunnel Network pour le réseau du VPN et IPv4 Local Network pour le réseau local a atteindre.

Tunnel Settings

1Pv4 Tunnel Network | 10.0.8.0/24 |

This is the virtual network used for private communications between this server and client hosts expressed using CIDR notation (eg. 10.0.8.0/24). The
first network address will be assigned to the server virtual interface. The remaining network addresses will be assigned to connecting clients.
Redirect IPv4 Gateway (O] Force all client generated traffic through the tunnel
IPv4 Local Network 192.168.10.0/24

This is the network that will be accessible from the remote endpoint, expressed as a CIDR range. This may be left blank if not adding a route to the
local network through this tunnel on the remote machine. This is generally set to the LAN network

Concurrent Connections 100

Specify the maximum number of clients allowed to concurrently connect to this server.

On spécifie les serveurs DNS a utiliser.

DNS Server 1 192.168.10.3

DNS server IP to provide to connecting clients.

DNS Server 2 192.168.10.4

DNS server IP to provide to connecting clients.

DNS Server 3 8.8.8.8

DNS server IP to provide to connecting clients.

DNS Server 4 1.1.1.1

DNS server IP to provide to connecting clients.

DOCUMENTATION — GLPI Page : 19 sur 25



UIMM i
T CCI

o COMnpus

ALSACE

On fini par lui faire créer les regles de pare-feu automatiquement.

Wizard / OpenVPN Remote Access Server Setup / Firewall Rule Configuration (2]

Step 100f 11

Firewall Rule Configuration

OpenVPN Remote Access Server Firewall Rules
Rules control passing or blocking network traffic as it flows through the firewall

Rules must be added which allow traffic to reach the OpenVPN server IP address and port, as well as to allow traffic from connected clients inside the
OpenVPN tunnel.

The options on this step can add automatic rules to pass this traffic, or rules can be configured manually after completing the wizard,

Traffic from clients to server

Firewall Rule Add a rule to permit connections to this OpenVPN server instance from clients anywhere on the Internet.

Traffic from clients through VPN

OpenVPN rule Add a rule to allow all traffic from connected clients to pass inside the VPN tunnel

6.3 Reécupérer les fichiers de configuration client OpenVPN

6.3.1 Installer openvpn-client-export

Grace au package « openvpn-client-export » nous pourrons récupérer les fichiers de configuration du
VPN.

Se rendre dans System>Package Manager> Available Packages et rechercher puis installer « openvpn-
client-export ».

System / Package Manager/ Available Packages (2]
Installed Packages Awvailable Packages
Search term | openvpn-client-export | Both h

Enter a search string or *nix regular expression to search package names and descriptions

Name Version Description
openvpn-client-export 1.9.2 Exports pre-configured OpenVPN Client cenfigurations directly from pfSense software.

Package Dependencies
@ openvpn-client-export-2.6.7 @ openvpn-2.6.8_1 § zip-3.0_1 § T-zip-23.01
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6.3.2 Récupérer les fichiers
Se rendre dans VPN>OpenVPN>Client Export
Se rendre en bas de la page et télécharger les fichiers.
Bundle Configuration : Fichiers de configuration si I'application openVPN est déja installer

Current Windows installer : Installeur du logiciel avec configuration du vpn pour Windows.

OpenVPN Clients
User Certificate Name Export

Authentication Only (Ne Cert) none - Inline Configurations:

* Most Clients -‘. Android -‘. OpenVPN Connect (i0S/Android)

- Rundlad Canfigurations:

*Conﬂg File Only

- Lurrent Windows Installer (2.6.7-1x001):

£

- rTeviois Windows Installer (2.5.9-1x601):
- Legacy Windows Installers (2.4.12-1x601):

& 10201672019 il & 7787817201202
- Viscosity (Mac 0S X and Windows)

* Viscosity Bundle * Viscosity Inline Config

Il ne reste plus que a se connecter au VPN avec ses identifiants Windows.

7. VPN SITE TO SITE

Nous allons créer un VPN site to site qui a pour but de connecter les sites de Strasbourg
(192.168.200.0/24) au site de Mulhouse (192.168.100.0/24)

7.1  Configuration du serveur
Se rendre dans VPN>OpenVPN>Servers et Créer un nouveau serveur.

Description : Choissir un nom

Server mode : Peer to Peer (Shared key)
IPv4 Tunnel Network : 10.0.11.0/30

IPv4 Remote network(s) : 192.168.200.0/24
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General Information

Description | OVPN-SRV-MUL-1 |

A description of this VPN for administrative reference

Disabled [ Disable this server

Set this option to disable this server without removing it from the list
Unique VPN ID Server 1 (ovpns1)

Mode Configuration

Server mode Peer to Peer ( Shared Key ) w

WARNING: OpenVPN has deprecated shared key mode as it does not meet current security standards. Shared key mode will be removed from future versions
Convert any existing shared key VPNs to TLS and do not configure any new shared key OpenVPN instances.

Device mode tun - Layer 3 Tunnel Mode v

‘tun" mode carries IPv4 and IPv6 (OS] layer 3) and is the most common and compatible mede across all platforms
tap" mode is capable of carrying 802.3 (OSI Layer 2.)

Endpoint Configuration

Protocol UDP on IPv4 only h

Interface WAN v

The interface or Virtual IP address where OpenVPN will receive client connections

Local port 1104

The port used by OpenVPN to receive client connections.

Tunnel Settings

IPv4 Tunnel Network 10.0.11.0/30

This is the IPv4 virtual network or network type alias with a single entry used for private communications between this server and client hosts
expressed using CIDR notation (e.g. 10.0.8.0/24). The first usable address in the network will be assigned to the server virtual interface. The remaining
usable addresses will be assigned to connecting clients.

A tunnel network of /30 or smaller puts OpenVPN into a special peer-to-peer mode which cannct push settings te clients. This mode is not compatible
with several options, including Exit Notify, and Inactive.

IPv6 Tunnel Network

This is the IPv6 virtual network or network type alias with a single entry used for private communications between this server and client hosts
expressed using CIDR notation (e.g. feB0::/64). The =1 address in the network will be assigned to the server virtual interface. The remaining addresses
will be assigned to connecting clients.

IPv4 Remote network(s) 192.168.200.0/24

IPv4 networks that will be routed through the tunnel, so that a site-to-site VPN can be established without manually changing the routing tables
Expressed as a comma-separated list of one or more CIDR ranges or host/network type aliases. If this is a site-to-site VPN, enter the remote LAN/s
here. May be left blank for non site-to-site VPN

7.2 Connexion du client
Se rendre dans VPN>OpenVPN>Clients et Ajouter un nouveau serveur.

Description : Choissir un nom

Server mode : Peer to Peer (Shared key)
Server host or address : 192.168.1.67

IPv4 Tunnel Network : 10.0.11.0/30

IPv4 Remote network(s) : 192.168.100.0/24
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General Information

Description OVPN-CLIENT-MUL-1

A description of this VPN for administrative reference

Disabled [ Disable this client
Set this option to disable this client without removing it from the list.

Unique VPNID  Client 1 (ovpncT)

Mode Configuration

Server mode Peer to Peer ( Shared Key ) v

WARNING:  OpenVPN has deprecated shared key mode as it does not meet current security standards. Shared key mode will be removed from future versions
Convert any existing shared key VPNs to TLS and do not configure any new shared key OpenVPN instances

Device mode tun - Layer 3 Tunnel Mode v

‘tun" mode carries IPv4 and IPv6 (05 layer 3) and is the most common and compatible mode across all platforms
‘tap’ mode is capable of carrying 802.3 (0SI Layer 2.)

Endpoint Configuration

Protocol UDP on IPv4 only h

Interface WAN v

The interface used by the firewall to originate this OpenVPN client connection

Local port
Set this option to bind to a specific port. Leave this blank or enter 0 for a random dynamic port
Server host or address 192.168.1.67
The IP address or hostname of the OpenV/PN server.
Server port 1104

The port used by the server to receive client connections

Tunnel Settings

1Pv4 Tunnel Network 10.0.11.0/30
This is the IPv4 virtual network or network type alias with a single entry used for private communications between this client and the server expressed
using CIDR notation (e.g. 10.0.8.0/24).

This should be left blank in most cases as servers typically provide addresses 1o clients dynamically

The second usable address in this network will be assigned to the client virtual interface. Ensure the Topology setting matches the server when using
SSL/TLS and TUN modes or the interface address may not be configured properly. A tunnel network of /30 or smaller puts OpenVPN into a special
peer-to-peer mode which cannot receive settings from the server dynamically. This mode is not compatible with several options, including Exit Notify,
and Inactive

1Pv6 Tunnel Network

This is the IPv6 virtual network or network alias with a single entry used for private communications between this client and the server expressed using
CIDR notation (e.g. fe80::/64). When set static using this field, the :2 address in the network will be assigned to the client virtual interface. Leave blank
if the server is capable of providing addresses to clients

IPv4 Remote network(s) 192.168.100.0/24

IPv4 networks that will be routed through the tunnel, so that a site-to-site VPN can be established without manually changing the routing tables
Expressed as a comma-separated list of one or more CIDR ranges or host/network type aliases. If this is a site-to-site VPN, enter the remote LAN/s
here. May be left blank for non site-to-site VPN,

On peut aller dans Status>OpenVPN pour voir s’ils sont bien connectés. On peut ensuite tester avec
des pings si on arrive bien a accéder aux deux réseaux.

Il peut nécessiter de mettre en place des regles des pare-feu.

8. DMZ

Pour la DMZ nous avons le réseau 192.168.20.0/24. Dans se réseau se trouve le serveur eBrigade et
les deux routeurs y sont connecter. Il y a une adresse virtuelle en 192.168.20.1 qui correspond a la
passerelle du réseau et permet une haute dispo dans se réseau.

Le but de la DMZ est que I'on puisse accéder depuis le WAN a la page web du serveur eBrigade.
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Aller dans Firewall>NAT>Port Forward et créer une nouvelle redirection et modifier :

e Destination : WAN Address
e Destination port range : Other : 780
e Redirecttarget IP : 192.168.20.3
e Redirect target port : http
Firewall / NAT / Port Forward / Edit (2]

Edit Redirect Entry

Disabled 0O Disable this rule

NoRDR (NOT) () Disable redirection for traffic matching this rule
This option is rarely needed. Don't use this without thorough knowledge of the implications

Interface WAN v

Choose which interface this rule applies to. In most cases "WAN" is specified.

Address Family IPva v
Select the Internet Protocol version this rule applies to.
Protocol TCP/UDP v

Choose which protocol this rule should match. In most cases "TCP" is specified

Source
Destination () Invert match WAN address h ! e
Type Address/mask
Destination port range Other hd 780 Other hd 780
From port To port Custom
Specify the port or port range for the destination of the packet for this mapping. The 'to’ field may be left empty if only mapping a single port.
Redirect target IP Address or Alias v 192.168.203

Type Address

Enter the internal IP address of the server on which to map the ports. e.g.: 192.168.1.12 for IPv4

In case of IPv6 addresses, in must be from the same "scope”,

i.e. it is not possible to redirect from link-local addresses scope (fe80:*) to local scope (1)

Redirect target port =T hd

Port Custom

Pour sécurise la on créer une regle de pare-feu qui interdit 'accés de la DMZ au LAN.

Firewall / Rules / Edit =wEe
Action Block v

Choose what to do with packets that match the criteria specified below.
Hint: the difference between block and reject is that with reject, a packet (TCP RST or ICMP port unreachable for UDP) is returned to the sender,
whereas with block the packet is dropped silently. In either case, the original packet is discarded

Disabled () Disable this rule

Set this option to disable this rule without removing it from the list.

Interface LAN -

Choose the interface from which packets must come to match this rule

Address Family IPv4 ~

Select the Internet Protocol version this rule applies to.

Protocol Any v

Choose which IP pratocol this rule should match

Source O Invert match DMZ subnets ess /
Destination [ Invert match LAN subnets ~ Destinatio / ~

DOCUMENTATION — GLPI Page : 24 sur 25



UIMM 7
A CCi

D CQMpus

ALSACE

9. LIEN

https://www.it-connect.fr/tuto-vmware-workstation-lab-virtuel-
pfsense/#IV_Premiere_connexion_a_linterface_dadministration_de_ pfSense

https://www.adrienfuret.fr/2017/02/28/pfsense-redondance-carp/

https://docs.netgate.com/pfsense/en/latest/recipes/openvpn-s2s-tls.html#create-certificate-structure

https://docs.netgate.com/pfsense/en/latest/recipes/openvpn-ra.html

DOCUMENTATION — GLPI Page : 25 sur 25


https://www.adrienfuret.fr/2017/02/28/pfsense-redondance-carp/
https://docs.netgate.com/pfsense/en/latest/recipes/openvpn-ra.html

